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Globus and the research data lifecycle
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£ Globus by the numbers
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£ Benefits of SaaS

* Users do not need to deploy software
— Easy to access via Web browser

— Command line, REST interfaces for flexible automation and
Integration

 New features automatically available

 Reduced IT operational costs
— Small local footprint (Globus Connect)
— Consolidated support and troubleshooting



£~ Demo

* Login using existing identity
 Endpoint search
* Transfer



New features and
enhancements



£ Storage connectors

e Standard storage connectors (Posix)
— Linux, Windows, MacOS
— Lustre, GPFS, OrangeFS, etc.

 Premium storage connectors

AWS S3 HPSS

Ceph RadosGW (S3 API) HDFS (in progress)

Spectra Logic BlackPearl IRODS (in progress)

Google Drive HGST Active Archive (in progress)

docs.globus.org/premium-storage-connectors



£ Globus Auth

@

has asked for the following access to your ORCID Record

Get your ORCID iD

¢ OI RCI D ; Globus Account
Allow this permissi

LogIn

You may revoke pe
Unchecking this bc

This application will not t Log in to use GlObUS Web App
private info in your ORCII

* OpenID Connect compliance

2 Personal accc

Use your existing organizational login

ORCID

Didn't find your organization? Then use Globus ID to sign in. (What's this?)
Sign in\

Email or iD * Continue

ORCID Password

Account

- Emall aliases at —
INnCommon domains

{ signin with Google % Sign in with ORCID iD

tuecke@uchicago.edu Deny

Forgotten your password?

: Sign in with a social media account @
tuecke@uchicago.edu@rda.ucar.edu

tuecke@xsede.org




£ New Command Line Interface

$ globus

« Transfer and Auth OPLORL  ne

Usage: globus [OPTIONS] COMMAND [ARGS]...

Control level of output

=h, =<help Show this message and exit.
-F, =--format [json|text] Output format for stdout. Defaults to text
-=jmespath, ==jq TEXT A JMESPath expression to apply to json output.
o Re p I aC eS O I d SS _I _b aS ed Takes precedence over any specified '--format' and
forces the format to be json processed by this
expression

. =-map=http-status TEXT Map HTTP statuses to any of these exit codes:
command line she

Commands :
bookmark

* Uses Python SDK contis

endpoint

get=identities
list-commands

 Open source
logout

1s

mkdir

rename

task

transfer

version

whoami

Manage Endpoint Bookmarks

Modify, view, and manage your Globus CLI config.
Submit a Delete Task

Manage Globus Endpoint definitions

Lookup Globus Auth Identities

List all CLI Commands

Login to Globus to get credentials for the Globus CLI
Logout of the Globus CLI

List Endpoint directory contents

Make a directory on an Endpoint

Rename a file or directory on an Endpoint
Manage asynchronous Tasks

Submit a Transfer Task

Show the version and exit

Show the currently logged-in identity.

github.com/globus/globus-cli

docs.globus.org/cli




£ Globus Python SDK

Globus SDK for Python (Bata

° Pyt h on S D K fo r Globus SDK for Python (Beta)

TABLE OF CONTENTS
This SOK provides a convenient Pythonic interface to Globus REST APIs, including the Transfer API
G I O b u S P aaS instalistion and the Globus Auth APL. Documentation for the REST APIs is available at h L aly
SOK Tutorial .
wo interfaces are provided - a low level Interface, supporting only GET, PuT and DELETE
Service Clients operations, a high level interface providing helper methods for common API resources
Responses

e Transfer and Auth APIls .

AP1 Authorization

Source code is avallable at https://github com/globus/giol

Table of Contents

Globus SDK Configuration
« Open source
Optional Dependencies

Globus SDK Examples

github.com/globus/globus-sdk-python



Management Console
& globus Publish

Transfer Files = Activity

Management Console

endpoint overview active tasks pause rules
Current Activity P ot

xsede#comet

- ACTIVE TASKS

1

xsede#darter

ACTIVE TASKS
1

xsede#keeneland

ACTIVE TASKS OK
0 0

xsede#lonestar

ACTIVE TASKS
0

xsede#mason

ACTIVE TASKS
0

xsede#nautilus

Groups

Endpoints

RETRYING
0

RETRYING
0

RETRYING
0

RETRYING
0

RETRYING
0

Support Account

Bookmarks

WITH FAULTS
0

WITH FAULTS
0

WITH FAULTS
0

WITH FAULTS
0

WITH FAULTS
0

Console




£ Management Console

 Updated user interface

— Shared endpoints
O MC On Shared endeInt Search for Tasks by Local User

o Host endpoint admin can see
all shares & permissions

— Search by local account

« Self-help management console access via roles
— Activity manager
— Activity monitor



HTTPS Access to Endpoints

(coming soon)

 Enhanced use of research storage:
— asynchronous, bulk transfer via GridFTP
— synchronous remote access via HTTPS

* Leverages Science DMZ

 Enhanced Globus web app
— Browser-based upload/download
— Inline file viewer

* Integrate with your apps and services

13



£ A busy year of training

* GlobusWorld Tour:
5 stops, over 200 people

B

* Lots of open source \l .
developer materials BERKELEY LAB

e Contact us to host event

'07 PennState NEW YORK UNIVERSITY

May 16, 2017/ May 31 - June 1, 2017




£ The Globus Platform: Automation

DMagic
ANL APS

# DMagic

Docs » DMagic €) Edit on GitHub
latest

About DMagic

Install directions
Development

API reference

Examples

Frequently asked questions DMagic is an open-sourced Python toolbox to perform
data management and data sharing for users of the
Imaging Group of the Advanced Photon Source.

dmagic.readthedocs.io

DMAGIC

a Globus implementation at the APS

Data Analysis

Raw data
Meta data”

Courtesy of Francesco De Carlo, Argonne National Laboratory (2016)

beamline

l;“ .
beamline
scheduling

Today's date

Argonne &




£~ The Globus Platform: Automation

& C @ Not Secure spot.nersc.gov sel P

SPQI' About ~ Status & Tools ~ Data Browser Simulation ~ _ _ Sign in

Spot Suite Portal
Welcome to the SPOT Suite Portal for Light-Source Data and
I_ B N |_ A |_ S Simulations.

Log in with your NERSC account at the top right to gain access to data and NERSC compute resources.

This site is a work in progress. Please report any problems with the page to spot-help@lists.|bl.gov

>

A

rrernrennr .

SPOL.NErsc.gov BERKELEY LAB

© LBL LDRD 2013 Please report any problems with the page to spot-help .at. lists.Ibl.gov. Web Policies.




£ The Globus Platform: Native App Support

Qf) globus

(globus) ubuntu@ip-172-31-58-24:~/globus/native-app-examples$ python example_cc token.py

Native App Authorization URL:

ht{ps:r/auth globus.org/vZ/oauthZ/authorize?code_challenge=3tsuESy-QgRetkC_N_YutELskg@yvCbBGFYEnkThIFc&st
ate Lrect_uri=httr 2ERZFauth. globus . orgk2Fv2iZFw ~=b w2 Fauth-code&response_type cod'—’* ) A
ldAL mdt lf‘-‘-,l 66-4816-0c01-7eabt 'd 82b93&scope=openid+emai l+profile+urn®3Aglobusk3Aauth¥3Ascopei3 r
.api.globus.org®3Aal l&code_challenge_method=S256&access_type=offline

Enter the auth code:

Native App Example (with refresh toker

Log in to use Native App Example (wi ike to

tokens)

Transfer fies using Globus Transfer

vzational login Know soma dota il you

Know your emal address.
Know who you ara n Globus

Dl Mg pour oeganiz ek Then e Clobus 1D 10 sign 0

To work, the above will nead 1o

View your identities on Globus Auth
Meanage your Globus Groups
Provxie a labe! for Riture refarence
Native Ao with Refresh Token

You can resond this consent & any tme by visiing the Mas

By chcking “Allow”, yo
has not proviced terms of service ar a privacy policy to Gicbus) 1o use
Irformaton ond

m Qeny

sorvices

nlow Native Agp Exsenple (with refresh sokens) (%

NATIVE APP AUTHORIZATION CODE

ESWSFPZIGZCadl4FyyRaWBHxdyNal

= page

the above istea

(globus) ubuntu@ip-172 /globus/native-app-examples$
N

https://

itive Authorizatio

Ann
D

’code_challen

auth.globus.org/

ate=_default&redirect_uri %Z2Fauth.globus.org ._? vZhe
1d=079%bdf4e-9666 16-ac@1- b93&scope=openid+emal 1+pri

api.globus.org¥3Aal l&code_chal lenge_method=52568access_typs
Enter the f.xu'tn code:

.globus
shares/
.bash_logout

.bashrc

i\'l) 1 L€

Doing a second directory list with a new access token

ing
.globus/
shares/
.bash_lo

bashrc

profile
(globus) ubuntu@ip-172-31-58-24:~/globus/native-app-examples$ _

1e=0004uK+t

ffline

python examp '{l

JL8ZFFD(
‘web¥ZFauth-d

L Le+urn¥®3Agl

github.com/globus/native-app-examples



@3 19-day sample of Globus platform use (March/April 2017)
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€ App registration

globus (@) developers

© 2010-2017 The University of Chicago

developers.globus.org

ej globus

Dermo MADE on DER

Y- B4by SBr ey aatt

App Registration

App Name

Scopes

Redirects
one per line
must be HTTPS

Required Identity Provider

Privacy Policy

Terms & Conditions

Native App

F or

Privemny Prdey UM

Teerva wnd Connd tunw S

G WrE g U snem

DB =1 B STL- B4 30 kst S5 @7 s GAtan O

Dwe Secrets

[ Govonoota s |

Require a spec e NP 2 5T acommes v Glokzas witi e

At it e e s e

Will be used by a native application

nformation on registering and using Apps with Globus Auth see

the gocum




£ Mailing lists

& C | & Secure https://www.globus.org/mailing

& glObUS Products -  Pricing  Developers  Support- Login Q

Globus Email Lists

If you use Globus, then participating in one or more of the public email lists is an excellent way to keep in touch with your peers in the Globus
Community. There are three lists you can join — all are public forums:

User List Admin List Developer List
user-discuss@globus.org admin-discuss@globus.org developer-discuss@globus.org

For general questions about using the For questions about managing your Globus For questions about integrating Globus

Globus service. deployment, e.qg. installing software for a services into your science gateway, portal,
Globus endpoint, configuring your firewall, or other web application via the Globus

SUBSCRIBE
and integrating your institution’s identity REST APIs.

A - system.
VIEW DISCUSSIONS ySt SUBSCRIBE

SUBSCRIBE
VIEW DISCUSSIONS

VIEW DISCUSSIONS

globus.org/mailing-lists
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£ Endpoint Roles

Manage Endpoints

add Globus Conr f al endpoint dd Globus Conn: Server endpoint

o Globus Project Share on BlueWaters Lustre 4 m rochy

t on ncsa#Bli @,
Overview & Sharing (2) “" Roles (

Manage Roles for Globus Project Share on BlueWaters Lustre
Host Endpoint: ncsa#BlueW: S
Host Path: /projects/vendor/globus/share/

user or group role
Steve Tuecke (tuecke@globusid.org) administrator

Assign New Role to Globus Project Share on BlueWaters Lustre

AssignTo® @ user group

Identity/E-mail * = vas@uchicago.edu

Role © Administrator
modify endpoint definition, delete the endpoint, manage roles, perform file
system operations and transfers, and all capabilities of the Access Manager role

Access Manager
view, add, and delete all access rules on the endpoint; implicitly gives read/write
access to the root of the endpoint

Activity Manager

view and control tasks and other endpoint activity

Activity Monitor

view tasks and other activity to or from the endpoint




Transfer Files recent acTviry () 1

Endpaint  Google Drive stevetuocke@gmaii.com Endpaint  UChicege RCC Micway

Path My DeveiDemo Shore) Path  ~idotesets/

Mt cutw X & ou fudle C ulrenr kil » - sebet Lo 5 4 e fudle C, witsnt

Yattemone-Wisrihgton niwmasors Arpon Cimate Dsty B Daltmore-Washingion imemational Arpont Chrate Data
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Mant
Google Account sievetLecirgoma F60Gs0m n
nSex |

myproject tar
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Googie Drive Foitfer My Debve Manage Endpoints

° Googie Drve stevetuecketigmal.com "
ie Drive stovetseckn@gmall com

) Overvew & Sharing (1) A Foles 2)
Go gle Drive

Googie Drive stevetuechapomnloom Shared With

toat Ercioo: OC3 g Lrive & cum )

\ Srrage Type: Googhe Dve
Labsl This Trarséer v

v Path v
Ten il te sfmcaywc £ YR trarminr mowy.

QLB Googm Divive oS Teet 3 CTEI34I)-BAT 4028 1OA3-T2

My Drive Name 1 Laat modifed Trarsfer Settings BT - Oy tranater naw o CNaNQed s W Fevm Tachn umorelgtia o7
Patt: My Oriva/Dems Svera/
Gorie fies 0N destination that do not exst o

Shared with me B Balimoco-Washingson Imecnational Airport Climate Ghotas Teen

v
v
«  pwseres souce tie modfcatior rree )
v

- BB experiment! verily S irnegety whar tarater &) Share Google Drive stevetueckefgmail com With

- 3 AM encrypt tensler &)
B experiment2 P ® Wy CriveDens Sharmapacment?
Google Photos

. LaGuardia Alrport Climate Data a1 AM Shae WIN" o ol users

13 o VE § -
Starred - Miami lnternational Airport Cimate Data NI

Usemena nnssssluchcago et 3
Trash BR ryprosect
# Band Emsl  rearrneuchicego. edy

B Mman Mesnage | Sore Sus pou fuy De eterested )

Backups B 9s0esonfin

B  indexhtm!
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miyprogoct tar

Upgrade storage

docs.globus.org/premium-storage-connectors/google-drive/




£ Spectra BlackPearl + Globus Solution

= Data Transfer Node

\

| T8 Black Pearl Gateway

s e, s W s ww s W s

A W WA WA VA WA MY A N VA Wbt W Wt Wi |

AL NI NP A At

W M
50 i CATAAG CAIAG Narad e
' AL SRS YA AP AAS

auEuLy

R R A O R S e
AN Wi N WA A Rl M WA N S S N e |
AR WA SRS WAL WAAAS LARAL MRS AR AL NAAAS LAt g A WA 10

A W e Wl W M

*“““

On-line/High performance
storage system

Arctic Blue

docs.globus.org/premium-storage-connectors/black-pearl/
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£ AWS S3, Ceph RadosGW

N# Services v+ ResourceGroups v % 0 tuecke © tuecke v

 Now generally available
« Admin sets up

credentials
* User self-registration e P
C O m i n g j::’ ::.m Endpoint  GlobusWeorld S3 Demo

Path  /~fignite-music.org/

i N

docs.globus.org/premium-storage-connectors/aws-s3/



E’j} Globus Auth: Identity and Access Management PaaS

- Federated identity login & globus Kis oo
to apps

— Web, mobile, desktop, command line

Log in to use Globus Web App

Use your existing organizational login

» Protect all REST API :
C O m m u n I C atl O n S Didn't find your organization? Then use Globus ID to sign in. (What's this?)

{G Signin with Google Sign in with ORCID iD




. Globus PaaS: Federated Identity Login

XSEDE - |

Exirome Soence ordd Engreenng . CHOOSE ATTHIBUTES
D vonrment Humas , Mouse , Zebeufish
Orgnremm

Showng 125 af 653 rosats, sort by me Mos

Jetstream Web App would like to: Downies: | G5V =2

Mouse Gene
Mouse Age Stage
) Access all Jetstream resources Mousse Anatomic Source
Geno sxgresson microsmay Usng {ssue otriaed by Mouse Genotype
&s globus

Account In bzt Captuse mcroassschian (LOM) from s b PR S
By clickung “Allow”, you allow Jet: TR <o i - - =

Information and senvices, You car 4 ’& KBase

TR Sy emems Budigy §emtadpeteae

.F
LOg iﬂ to use XSEDE The new Systems Biology Knowledgebase (KBase) « »
Stoy - " . v . rie J ox

Use your existing organizational login

- 8 o0 Gotus Accourt Log I
'l | .—1‘ XSEDE
canada | canaqda
. wa«s GPCR Data Explorer

) e ~ DidnY find your organization? Then use Globus 1D 10 gign in. (What's this?)
et Ceiaia b nariricad Log in to use Compute Canada

with Gotus 1 ofler this high Globus Web A pp

porformance e nanchr sonvice
ontinue
Cakoul Canade s'est sasocst & Use your enusting organizational login

GRmus pour vouss T or saevios

) 43 11 GPGR Dt Eaplorer The GEY

ATH QI8 (aTReS

80 varadan de fictie i hate Oetes 1D
pariormance

€€ <L

Areslne - v ’ \ o« AL
G Saan in with Google Sign Inwith OR )

Cantinue Sewrce Tergets: 175

Seerce Conutrusts:

Morit e your Copanzason? Thom use Ghotee 10 10 60N (6




Log in to use Globus Web App

Use your existing organizational login

7 M THE NIy y
Giotus 1D ¥ CHICAGO

Unwersty of Chicago

=3 Cl ClLogon
Wy nas iz page chunged? Sign In

. ~ -~ o 1l
DY lewd your oogan@ation? Then use Globus 1D 0 segn > SN

D ) tscee
AV

Paemere

Globus Web App would like to:

View your identities on Globus Auth

Manage your Globus Groups

) Transfer files using Giobus Transier Support

To work, the above will need 1o
Account

Manage your Globus Groups

View your identities on Globus Auth

Ildentities

By dicking “Allow”, you alicw Globus Web App, in accordance with &is lerma of servica and peivacy policy, 10 use e above
fisied Wiormation and sérvices, You can rescind 1his and other consants at any time

Primary ldentity

tueckoSuchicago . edu

m Deny Linked Identities
0000-0003-2038-251280rcid.org

tuecko@giobusia .o
tuecke@uchicago adudrda ucar adu
tuecke@xsede org

tuecka@globiusic org is managed by Globun 0, whers you Can Chanps your DasSWOr




£ Data Publication and Discovery

& glObUS Log In Sign Up

D submitad

MATERIALS
DATA
FACILITY

The Materials Data Facility {(MDF) is a scalable repository where materials scientists can publish, preserve, and share research data, The repository provides
o

a focal point for the materials community, enabling publication and discovery of materials data of all sizes

MDF is a pilot project funded by NIST, and serves as the first pilot community of the National Data Service

BT

Browse

Issue Date Author Subject

29



£ Data Publication
nglobus Login  SignUp

To submit a dataset or ts that have restricted access,; please log in

Globus Data Publication (Trial)

User Guide expla

e contact us wit cedback
this form

Choose a community to browse its collections. Author Subject Manage Data Groups Support janesmith

Pruyne, Jim multipe text fi
Compute Canada i - o Browse ver Data Publicatic shboard  Communit

» Smith, John . Test
Globus Demo Community

User, Jane test Submit: Describe Dataset

smith, asd Transient All fields with an asterisk (*) are required

Kansas City Federal Reserve

Open Trial

Trial Title *
Open to all Globus users Jane’s First Dataset to Curated Trial Collection

. unverified dat
Pilot Communities

Authors * 4 Add More
Groups performing trials

Publication Year * Month March

© 2010-2015 Computation Institute, University of Chicago, Argonne National Laboratory legal Language English (United States)

Publisher * Trial Sandbox Holdings

© 2010-2015 Computation Institute, University of Chicago, Argonne National Laboratory legal
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£ Data Discovery

&globus Henen Daa it s

Voarhees

§ dotasel

hn W

Voorhees, Peter W

Fife

Account

0 your pub

. Judie L, "Liguid-solia M

p./fax.d g/doi10.18

Groups

Support

Account
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£ Other future enhancements

« Symbolic link handling
— Keep, copy, or ignore symlinks

e Data search

« Compliance
— HIPAA, FedRAMP gap analysis underway

32



£ New pricing model
Globus Subscriptions

Globus file transfer is free to use for non-profit research and educational purposes. Subscriptions offer researchers access to enhanced
features such as file sharing and data publication, and provide system administrators with a comprehensive view into how storage systems are
being utilized. Your subscription helps us make Globus self-sustaining so we can continue to offer high-quality data management
infrastructure to all researchers

Click here to start your 90-day free trial of Globus premium features

If you wish to use Globus in a commercial setting, you must have a commercial subscription
Features (click @ for description) Basic - Free Starter Subscription Standard Subscription
Transfer level @ Unlimited Unlimited Unlimited
User level © Unlimited Unlimited Unlimited
Managed endpoints @ None Unlimited
Management console & v
Usage reports ©
Support for Globus Connect, Web, CLI €@
Shared endpoints &

Globus Plus users ©

https://www.globus.org/subscriptions




