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(U) Cybersecurity as an Element of National Security

FIGURE IS UNCLASSIFIED

(U) National Cybersecurity Strategy (U) Summary of the DoD Cyber Strategy

* (V) “Defending the systems and assets that * (U) “The Department will enhance the cyber
constitute our critical infrastructure is vital to our  [NICtTSUN? resilience of the Joint Force and ensure its ability
national security, public safety, and economic RS ECURITY to fight in and through contested and congested
prosperity. The American people must have cyberspace.”
confidence in the availability and resilience of
this infrastructure and the essential services it

provides”

* (U) “As cyber threats grow and intensify, every
soldier, sailor, airman, marine, guardian, coast
guardsman, DoD civilian, and contractor is

+ (U) “Software and systems are growing more W) o D ek responsible for exercising cyber awareness and
complex, providing value to companies and == helping to manage the risk of the Department.”

consumers but also increasing our collective i . (U) “The United States is challenged by malicious

insecurity. Too often, we are layering new L MY cyber actors who seek to exploit our technological
functionality and technology onto already s : e
vulnerabilities and undermine our military's

intricate and brittle systems at the expense of competitive edge. They target our critical

security and resilience” ) ) ”
y infrastructure and endanger the American people.

FIGURE IS UNCLASSIFIED

(U)“Sophisticated adversaries increasingly demonstrate the ability to extend a contested environment across the globe
and to our homeland with the specific aim to disrupt the responsive and strategic reach of USTRANSCOM.”
— GEN Randall Reed, Commander, United States Transportation Command, FY2026 Posture Statement, March 26, 2025. 2




(U) The Cyber Threat is a Clear and Present Danger

(U) People’s Republic of China

* (U) “The PRC remains the most active and
persistent cyber threat to U.S. government,
private-sector, and critical infrastructure
networks.”

* (U) “China has demonstrated the ability to
compromise U.S. infrastructure through
formidable cyber capabilities that it could
employ during a conflict with the United
States.”

b (U) “If Beijing believed that a major conflict
with Washington was imminent, it could

consider aggressive cyber operations against

U.S. critical infrastructure and military
assets.”

* (V) “China has eclipsed Russia as a space
leader and is poised to compete with the
United States as the world’s leader in space

L.]

| GRAPHIC IS UNCLASSIFIED |

' ANNUAL THREAT |
ASSESSMENT

OF THE U.S. INTELLIGENCE COMMUNITY

°
Reference: ODNI Annual Threat Assessment of the USIC 2025

| GRAPHIC IS UNCLASSIFIED |

(U) Russia

(U) [...] “Russia’s current geopolitical,
economic, military, and domestic political
trends underscore its resilience and enduring
potential threat to U.S. power, presence, and
global interests.”

(U) “Russia’s advanced cyber capabilities, its
repeated success compromising sensitive
targets for intelligence collection, and its past
attempts to pre-position access on U.S. critical
infrastructure make it a persistent
counterintelligence and cyber attack threat.”

(U) “Russia has demonstrated real-world
disruptive [cyber] capabilities during the past
decade.”

(U) “Russia continues to train its military space
elements and field new antisatellite weapons to
disrupt and degrade U.S. and allied space
capabilities.”
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(U) Cyberspace is a Warfighting Domain ...
and the 5" Domain of Conflict

P TS R e O S

Blue Kinetic Forces Adversary Kinetic Forces
Dependent Upon Cyberspace Dependent Upon Cyberspace

Enabling
environment

cyber mission defense

Operating
environment

Blue Cyber Forces Adversary Cyber Forces
Operating in Cyberspace Operating in Cyberspace

cyber v cyber - P

cyber mission defense




(U) Malicious Cyber Actors Targeting
Critical Infrastructure Sectors

1
IL. 22% Defense :. 5% Energy

Chinese targeting of US sectors

Most targeted sectors globally . 16% Education . 5% Transportation
""""""" 1 Chinese state-sponsored threat actors were

State-sponsored threat groups target broadly H 1
12% Government | 4% Defense Industry | . . ars A N16% IT 1) 39 Manufacturi

as part of their intelligence collection. ® ‘ !._._ ___________ 1 _broadl_y mten?sted in us n'|_||I|tary calpab|l|t|_e5 ang : | anuacturing
Critical infrastructure sectors (highlighted) 1% :L‘é"hé%‘sks‘ @) 3% energy its policymaking during this reporting period, : 13% Communicabons : (1) 3% Transportation
comprised 41% of the NSNs sent in FY2024] @ 2 fre=—=———=————— " 59 Manufacturina 0 yEEmmmmmm—————— o

[ HE - Infrastructureg (D) 12% Government @] 3% water

P 5% Other Critical
_._ Egicijf Tl.l_nl_CE-tIErE.. Infrastructure @ e ?Eﬁ: '?.::kﬁ . 7% Other

@ 6% Education

Source: Microsoft Threat Intelligence

Critical
Infrastructure
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NSN: Nation state notifications Ref: Microsoft Digital Defense Report 2023

Ref: Microsoft Digital Defense Report 2023

(U) Different threat actors could prioritize and select firms in accordance with their primary
motivation where these motives align with the highest probability of attack success.




(U) The Cyber Threat is a Clear and Present Danger

CTIIC | JUNE 2024

Recent Cyber Attacks on US Infrastructure Underscore Vulnerability of Critical US Systems, November 2023-April 2024
Page 1.of 2

REPORTED CYBER ATTACKS OM US ICS, 23 NOVEMEBER 2023 THROUGH 22 APRIL 2024

Iran-affiliated and pro-Russia cyber actors gained access to and
WEST VIRGIMIA

in some cases have manipulated critical US industrial control

systems {|C5) in the food and agriculture, healthcare, and water and CYBER ACTORS SECTORS

wastewater sectors in late 2023 and 2024,

Agriculture @ Healthcare Telecommunications
Total Attacks: 20+ B 49 2 &
(9 Education  gxl) Private-sector manufacturing  (§p Woter and wastewater
3 i Hacktivie g management
Pro-Russia Hacktivist [RESeelia bl ) z:; Energy ﬁl State and local government

NUMBER OF ATTACKS

1 -2 .3+

MINMNESOTA INDLANA
(fb Wastewater

ey
BN vter et Bl
MONTAMNA &} m |

OKLAHOMA

i

Methoedology Note: This grophic presents CTHCs dataset that captures cyber
attacks on IC5 from 23 November 2023 through 22 April 2024, We excluded

ransamware attacks on critical infrastructure entities. *Induding seven attacks at additional US locations.

Offfice of the Director of WNational Intelligence

Reference: https://www.dni.gov/files/CTIIC/documents/products/Recent_Cyber_Attacks_on_US_Infrastructure_Underscore_Vulnerability_of_ Critical_US_Systems-June2024.pdf




(U) The Cyber Threat is a Clear and Present Danger:
Example Cyber Attacks Against U.S. Domestics TSP, TCI, and CCI Networks

GPS / PNT | | Federal Netw

Ransomware
Jeppesen Flight S/W B coanon
1 1000 M I LPAX Long-Haul Rail <ail yard Short-Haul Rail P

Delayed
(November 2022)
i ] 8 {* =
(- - Y

Ransomware w 5 N Ransomware

US Rail Switching Firm Bt SEA-TAC Airport
Data Breach ) Port of Seattle

Temporary Shut down

(August 2023) i (August 2024)

Ransomware Unauthorized PRC Access
US Short Line Rail = — > Port of Jacksonville
Data Exfiltrated : Access to ZPMC Cranes

(December 2021) (September 2024)

Ransomware SALT TYPHOON Network Intrusion & Crowd Strike Data Corruption
US Rail Equipment Firm US TELCO Firms Physical Impact Bad Software Update NotPetya Malware Attack
Data Breach Data Exfiltration Texas Water System Cascading Effects Maersk Shipping Firm

Data Access Data Breach 50K+ Flights Cancelled 800+ Vessels impacted
(March 2022) (December 2024) (April 2024) (July 2024) (June 2017)

Malicious Cyber Activity is impacting all layers of the Expanded Transportation Mission Stack




(U) Assessing Cyber Risk to Mission

GRAPHIC IS UNCLASSIFIED THE MISSION STACK

STRATEGIC RISK

DoD Organizations (NIST Tier 1)

DoD Weapons Systems / Platforms

TIER 3
INFORMATION SYSTEMS

DoD Installation Critical
Infrastructure

TACTICAL RISK
Source: NIST Special Publication 800-39: Managing Information Security Risk
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(V) Installation Critical Infrastructure (ICl) Supporting
DoD Missions

'
I GRAPHIC IS UNCLASSIFIED |
DoD

Organizations
(NIST Tier 1)

DoD Missions

(NIST Tier 2)

DoD Weapon Weapon Systems & Platforms &
Systems/ FoSTUVA AR Mission Systems supporting strategic
Platforms defense missions

Mission
Chillwater

Backup

Power
Generator Installation
Mission Voice/ Data S

Water Distribution

DoD Defense
Critical
Infrastructure

(pan) Fuel
Distribution Mission Potable

Water Water

Storage

-———

Business
Systems

Fuel Base Power Fiber
Storage Generation Storage Landing

Installation Security

Perimeter
Commercial Critical
Infrastructure (5 of
16 Sectors)
Fuel E— Water Waste/ Sewage Telecom I GRAPHIC IS UNCLASSIFIED I
MGMT v.20230321
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(U) The Cyber Threat is a Clear and Present Danger:
Real-world Malicious Cyber Activity directed against
Operational Technology
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(U) The threat to Operational Technology is not notional; Nation-state and criminal actors are
already targeting and attacking Commercial Critical Infrastructure




(U) Economics of Cybersecurity

Capabilities (C) Security Target (S)
Direct cost of Security (d)
Expertise (E) [fungt(i);] ) Transaction Costs (g)
|npUtS/ Total cost: d+¢
outputs
Security Posture (P)
i Motivation .
Constraints greOVgerggqe éﬁd(;;t ® funstion] (V) Security Budget (b)
Key Variables:
P: Cybersecurity Posture B: Program Budget r: Revenue
S: Cybersecurity Target b: Security Budget

| GRAPHIC IS UNCLASSIFIED

(U) Motivation involves risk assessment and is key to increasing cybersecurity posture
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(U) Example Risk Assessment:
Covid-19 Decision Analysis

Take Covid-19
Vaccine

Have
Access to %
Vaccine Accept Risk:

Covid-19 Don’t
Vaccine Take Covid-19
Covid-19 Is Safe Don’t Have Vaccine
Vaccine Access to
Works Y N Vaccine
Covid-19 is Covid-19
Potentially % / Vaccine
Lethal N Is Not Safe
Covid-19
Vaccine
Covid-19 is Real Y/ N\ Doesn’t Work
Y \ Covid-19 is
N Like the Flu

N\ Covid-19 is a Hoax
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Cybersecurity Decision Analysis

(U) Cyber Risk Assessment:

Invest in
Cybersecurity

| can successfully Now

advocate for
Resources to
Secure Y
my Cyber Terrain

Accept Risk for Now:

Invest in
Cybersecurity Y Cybersecurity
Cyber Threat Works N In the Future
:_s PhOt;a ntially | cannot advocate for
C ebt aTto m'y Y Resources to Secure
yber ferrain N my Cyber Terrain
Cyber Threat Cybersecurity
Is Real Y, Cyber Threat N Doesn’t Work
is Not Lethal
Y to my Cyber
N Terrain
Cyber Threat
N is a Hoax
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(U) Summary

1. Cyber threats to commercial critical infrastrcuture are significant.
2. Quantifying cyber risk is key to resourcing risk mitigation

3. Motivation is the critical factor in improving cybersecurity posture.

(U) We must honor the cyber threat posed by adversaries and criminals to our missions and

supporting operations.
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(U) Questions and Discussion

Cyberspace is the 5" Domain of Conflict
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